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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUACKOWN ®EQEPALIUU

OENAPTAMEHT rOCYOAPCTBEHHOW NONUTUKU B COEPE
OBLLEIN0 OGPA3OBAHUA

nMcbmo
ot 14 mas 2018 r. N 08-1184

O HANPABNEHMN UHOOPMALIUA

HenapTtaMeHT rocygapCTBEHHON NonuTUKM B cchepe obuero obpasoBaHms MuHobpHayku Poccun HanpaBnset
ons ceedeHust paspaboTaHHble BpemeHHon komuccuenn CoseTa Pepepaumm Mo pasBUTUO  MHGOPMaLMOHHOIO
obwectBa MeToOUYECKME peKOMeHOauunm O pasMeleHMn Ha MHAOPMALMOHHbIX CTeHaax, oduumanbHbIX
WHTEpPHET-canTax W Opyrux WHPOPMALMOHHBIX pecypcax oblieobpasoBaTesibHbIX OpraHM3auui UM OpraHos,
OCYLLIECTBNSLWUNX YrpaBneHne B cepe obpasoBaHus, nHdopmarmm o 6esonacHoM NoBegeHUN 1 UCNONb30BaHUN CETU
"MiHTepHeT".

OupexTop [enapTtameHTa
A.E.TIETPOB

MpunoxeHne

METOANYECKUE PEKOMEHOALIMA
O PASMELLEHUU HA NH®OPMALIMOHHBLIX CTEHOAX, O®PULIMATIBHBIX
MHTEPHET-CAUTAX U OPYTUX UH®OPMALMOHHbIX PECYPCAX
OBLEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLWUX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUKA O BE3ONMACHOM
NOBEAEHUU N NICNOJNb3OBAHUU CETU "MHTEPHET"

3kcneptamn 1 YneHammn BpemeHHon komuccum Coseta Penepauum no passuTuio MHGPOPMaLMOHHOIO obLecTea
B pamKax BbINOSIHEHUS] PEKOMEHAALMI NapiaMeHTCKUX CnywwaHui "AkTyanbHble Bonpockl obecnedeHust 6e3onacHoCcTu
W pasBuUTUS OeTen B MHGOPMaLMOHHOM NpocTpaHcTBe", KoTopble npownu B Cosete Pepepauumn 17 anpens 2017 r.,
Obinn pa3paboTaHbl METOAMYECKME PEKOMEHAALMU O pa3MEeLLeHUM Ha MH(OPMAUMOHHBIX CTeHAaX, oduumanbHbIX
WHTEpHeT-canTax W JOpyrMx MWHGOPMAUUOHHBIX pecypcax obuleobpa3oBaTenbHbIX OpraHu3auMn W OpraHoB,
OCyLLEeCTBMAILLMX yNpaBneHne B cdepe obpasoBaHus, nHdopmaumm o 6e3onacHoOM NOBEAEHUN U UCTIONb30BaHNM CETU
"UnTepHeT" (ganee - meToamyeckue pekoMmeHgauun).

MeToguyeckne pekoMeHOauMM HanpaefeHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHS  MHEOPMALMOHHOM
gestensHocT obweobpa3oBaTenbHbIX OpraHW3auui W OpraHoB, OCYLLECTBASALWUX YynpaBreHne B cdepe
obpasoBaHus, B YacTM UH(POPMUPOBAHUSA YyYaLLUXCH, UX POAUTENen (3aKOHHbIX MpeacTaBuTENen) N negarornyeckmx
paboTHMKOB 06 OCHOBHbIX acnekTax MHPOpPMaLMOHHON 6e30MacHOCTH.

MeToguyeckne pekomeHgaumm no3BonaT obLeobpasoBaTernbHbIM OpraHn3auusM 1 opraHam, OCyLLECTBIISIOLLUM
ynpaBneHue B cdepe obpas3oBaHWs, aKTyanvM3upoBaTb YK€ WUCMNOfb3yeMble UM pasMeLleHHble NHEAOPMAaLMOHHbIE
MaTepuarnbl, Tak U NOArOTOBUTb MX B Cry4ae MX OTCYTCTBUS C YHETOM NyYLUMX NPAKTUK N peKOMEHOaLMNA.

B pamkax MeToamMyeckmx pekoMeHaalumi paccMaTpmBatoTCs CriefyoLme MHCTPYMEHTbI:

1. MHPOPMALUNOHHbIE CTEHAbI;

2. obmumansHble MHTEPHET-PECYPC;

3. cpencTBa MaccoBoy MHAOpMaLUK (LUKOSbHbIE ra3eTbl, Megarornyeckme n3gaHus n gpyrue).

UHdopmaumoHHble cTeHAbI

Ha nHdopmaumoHHbIX cTeHaax B 06LeobpasoBaTenbHbIX OpraHn3aumsax, pacnonoXeHHbIX B horie YYpEexXaeHUn 1
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B kabMHeTax, OCHaLlEHHbIX NEepCoHanbHbIMKW YCTPOWCTBAMM Ans Bbixoda B ceTb "MIHTEpHeT", pekomeHayeTcs
pasMecTUTb MH(OPMaLUUOHHbIE MaMATKW, codep)kallue OCHOBHble COBETbl MO obGecrneyeHuto WHGOoPMAaLMOHHOWM
©e30nacHOCTU yyaLLmxcs.

B NPUNoXeHnn N 1 K mMeToguyeckum pekoMmeHaaunamMm npencrtaBrieH 06p836LI, NaMATKM Oona pasMelleHna Ha
VIH(bOpMaU,MOHHbIX cTeHpax.

CpepncTtBa MaccoBou MHdopmaLmm

B cpencTtBax maccoBoi MHGOpMaLIMK, OPUEHTUPOBAHHbIX Ha 00y4YatoLLmMXCsl, peKOMEHAYeTCs B Te4eHne y4ebHoro
roga perynspHo nyénukoatb MHOPMaLMOHHbIE MaTepuarbl, NOCBSLLEHHbIE OTAENbHbIM acnekTaM MHpOPMaLNOHHON
©e30nacHOCTH, a TaKkke pasfnnyHble NaMATkM ObLLLEro xapakTrepa.

B cpenctBax maccoBoi MH(OPMaLUM, OPUEHTUPOBAHHbLIX HA Neaarormyeckyto o6LLECTBEHHOCTb, PEKOMEHAYETCS
B TeyeHue KaneHdapHOro roga perynspHo nyonvkoBaTb MHOPMaLMOHHbIE MaTtepuarnbl, NOCBSLWEHHbIE OTAENbHbIM
acnekTaM MHopMaLMOHHON Ge30MacHOCTM Kak HECOBEPLUEHHOMNETHUX, Tak U obLeobpasoBaTesibHbIX opraHusaumn, a
TaKKe pasfMyHble NamsTkM, 0630pbl HOPMAaTWBHO-MPABOBOIO PEryriMpoBaHWs AaHHOM cdepbl M MHopMaumio o
aKTyanbHbIX MEPONPUSATUAX U COBLITUSIX B JaHHOW cdhepe.

B xope npoeeneHus EguHoro ypoka no 6esonacHoctu B cetu "MIHTEpHeT" pekoMeHayeTcss obecneyvnTb BbiMycK
TeMaTU4ecKoro BbIMycka CPeACcTBa MaccoBOM WHdopmauuyu nmbo cepum nybnvkauui, cpegu KOTopbiX paccMoTpeTb
OpraHn3oBaHHbIE MEpPONPUATMA AN 00y4valmnxcs, ux poauTenen (3aKOHHbIX MpPeAcTaBUMTENENn) U negarornyeckomn
00bLLEeCcTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypchbl
O6ueobpasoBaTenbHbiM  OpraHM3auusM pekoMeHAyeTCd Ha CBOouX odumumanbHbiXx  VIHTepHeT-pecypcax

obecneuntb  YHKLMOHMPOBAHWE CaMOCTOSATENBHOMO W chneumanuanpoBaHHoro pasgena "MHdopmaumoHHas
HesonacHOCTL", B pamMkax KOTOpPOro npegycMoTpeTb pasmMeLleHne creaytoLen nHdopmauum:

N Paspen/nogpasgen | ®opmat npeacraBneHus CopepxaHne matepuanos
mMaTepuanos
1. JlokanbHble Konun gokymeHTOB B PasmeLuatoTcsa Konun JOKYMEHTOB, T.€e.

HOpMaTuBHbIe akTbl B | chopmate *PDF CKaHWPOBAaHHbIV BapuaHT AOKYMEHTa,
cchepe obecneyeHus COOTBETCTBYOLLMIA TpeboBaHUSAM K
NMHOPMaLIMOHHOM napameTpaM CKaHWpPOBaHUS.
6esonacHocTn Pa3meLyatoTcst OKYMEHTbI,
oby4yaromxcs pernaMeHTUpyoLmne opraHm3aumio n

paboTy ¢ NnepcoHarnbHbIMW AAHHBIMMU,
nnaHbl MeponpuaTuiA No obecnevyeHnto
NMHGOPMaLIMOHHON Be3onacHoOCTH
obGyyaroLwmxcs u apyrue.

2. HopmaTtuneHoe Konunn gokymeHTOB B My6nukyoTCca akTyanbHble CBEAEHUS O
perynuposaHue dopmarte *PDF defeparnbHbIX U permoHarbHbIX 3aKOHaXx,
nMcbMax opraHoB BNacTu u gpyrue
HOpPMaTUBHO-NPABOBbIE AOKYMEHTHI,
pernameHTupyioLmne obecneveHme
MHpopMaumoHHOM Ge3onacHoCTH
HecoBepLueHHoneTHuX. [lonyckaeTcs
BMECTO KONl pasmeLLaTb rmnepcebiniku
Ha COOTBETCTBYOLLME AOKYMEHTbI Ha
cainTax opraHoB rocyfapCcTBeHHOM BNacTu.

3. MNeparornyecknm TekcT Ha cTpaHuue Pasmewiatotcs metoanyeckue
paboTHMKam canTa pekoMeHaaummn 1 ykasbiBaeTcs
Konun nokymeHTOB B MHdOpMaLNSA 0 MEPOMNPUATUSAX, MPOEKTax
dopmaTte *PDF W nporpammax, HanpasfeHHbIX Ha
KOHCYHbTaHTnnI'OC www.consultant.ru CrpaHuua 2 uns3 14
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noBbleHne MHGHOPMaLNOHHOMN
rPaMOTHOCTM NeJarorniyecknx paboTHMKOB.

4. Obyvatowmmes TekcT Ha cTpaHuue PasmelyaeTtcs nHdopmaumoHHas namstka
caunTa (npunoxeHune N 2) n ykasbiBaeTcs
nHdopMaumsa 0 MEPONPUATUSX, NPOEKTax
1 NnporpaMmmMax, HanpasBneHHbIX Ha
nosblLLeHne MHGPOpPMaLNOHHOMN
rPamMoTHOCTU OOy4atoLLNXCS.

5. Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue PasmeluaeTca MHopMaLMoHHasa namsaTka
npeacTaBUTENSM) cavita (npunoxeHune N 3).
obyyvaroLmxcs

6. HeTtckue 6e3onacHble | TeKCT Ha cTpaHuue PasmelaeTtca nHgpopmauus o
canTbl canTa peEKOMEHAYEMBbIX K MCMOMb30BaHMIO B

y4ebHoM npouecce 6e3onacHbIx canTax,
BGaHHepbl 6e30nacHbIX 4ETCKUX CaNTOB.

OpraHam, ocyLlecTBRAOWNUM ynpaBneHue B ciepe 06pas3oBaHMsl, PEKOMEHOYETCS Ha CBOMX OMuMUManbHbIX
NHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHME CaMOCTOSITENIBHOrO W Cleunanu3MpoBaHHOro  pasgena
"MiHcbopMaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTb pasMeLLeHme cneayoLen nidopmaumu;

Mpunoxexne N 1

MAMATKA )
ANS OBYHAIOLLMXCS O MUHOOPMALIMOHHOWN BE3ONACHOCTU ETEM

HENb3A

1. BceM nogpsg coobLiaTh CBOK YacTHY MHopMauuo (HacToswme nuvs, damunuio, TenedoH, agpec, HoMep
LWKOMbI, @ Takke dpoTorpacmm cBou, CBOEN CEMbU 1 OpY3en);

2. OTKpbIBaTb BNOXEHHbIE (hanrbl 3aNEKTPOHHOW NOYThLI, KOrAa He 3Haellb OTNpaBuTens;
3. [pybuTb, NpuanpaTbCH, okasbliBaTb AaBlieHUe - BECTU cebs HEBEXINBO U arpeCCUBHO;
4. He pacnopsi»kancsa geHbramu 1Boen ceMbi 6e3 paspelleHns cTapLumnx - Bcerga crnpalumsan pogutenen;

5. He BcTpevanca ¢ WNHTepHeET-3HAKOMbIMU B peanbHOW >XU3HW - MOCOBETYNUCA CO B3POCHbIM, KOTOPOMY
[oBepsiellb.

OCTOPOXHO

1. He Bce nuuwyTt npaeay. YUntaewb o cebe HenpaBay B NHTepHeTe - cooblim 06 3TOM CBOUM poauTENsM Unu
onekyHam;

2. MNpvirnawatoT nepenucbiBaTbCH, UrpaTb, 0OOMEHMBATLCS - MPOBEPb, HET NN NOABOXA;
3. HesakoHHoe konupoBaHue annos B HTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBali B3pOCibiM O npobniemax B CeTv - OHW BCerga nomoryT;

5. Ucnonbayi HacTporikn 6e30nacHOCTM U NPUBATHOCTU, YTOBLI HE NOTEPATL CBOM akkayHTbl B COLCETAX U APYTnX
nopranax.
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MOXHO

1. YBaxawn gpyrux nonb3oBaTenen;

2. MNMonb3yelwbcs NHTEPHET-UCTOYHMKOM - Aenan CCbINKy Ha Hero;

3. OTKpbIBai TOMNBKO T€ CCbINKU, B KOTOPbIX YBEPEH;

4. ObuwaTtbcs 3a NOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCcerga noMoryT;

5. Mponan o6yyeHne Ha canTe "CeTeBMYOK" 1 NoNy4YM nacnopT LMdpoBoro rpaxaaHuHal

MpunoxeHue N 2

NH®OPMALIMOHHAA NAMATKA
anda OBYYAIOLWMXCA AnsA PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C kaxagbiM rogom Monogexu B WHTEPHETE CTAaHOBUTbCA Oonblle, a LWKOMbHUKA OAHM U3 CaMbIX aKTUBHbIX
nonb3oBaTtenen PyHeTa. Me>i<,u,y T€M, NMOMMUMO OrpoOMHOro Kornun4ecrtBa BO3MOXHOCTEN, WHTEPHET HECET U I'Ip06J'IeMbI.
OTa namsTKka gosmkHa nomoyb Tebe 6e3onacHoO HaXOAUTLCS B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pasHOBUAHOCTb KOMMbIOTEPHLIX NPOrpamMm, OTIINYUTENBbHOW 0COBEHHOCTBIO KOTOPO
ABMSIETCS CMOCOOHOCTb K pasMHOXEHW. B gonornHeHue K 3TOMy, BUMPYCbl MOMYT MOBpPeAWUTb MIM  MOJSTHOCTBIO
YHUYTOXWUTL BCE (paiinbl U AaHHbIE, NOAKOHTPOMbHbLIE NONb30BaTENt0, OT MMEHU KOTOPOro Gbina 3anylieHa 3apaxeHHas
nporpaMmMa, a Takke MNoBpeauTb WM [axe YHUYTOXUTb OnepauuoHHYyl cUcTeMy co Bcemu chaiinamu B uenom. B
GOnbLUMHCTBE CryYyaeB pacrnpoCTPaHSIOTCS BUPYChl Yepe3 UHTEePHET.

MeToabl 3aLLMTbl OT BPEAOHOCHLIX MPOrpamm:

1. Micnonb3yi coBpeMeHHbIe onepaLyoHHbIe CUCTEMbI, UMEIOLLNE Cepbe3HbIii YPOBEHb 3aLLUUTbl OT BPEeOOHOCHbIX
nporpamm;

2. MNocTosiHHO ycTaHaBnMBan nayTy (ULMpPOoBbIE 3annaTkv, KOTOPble aBTOMATUYECKM YCTAHABMMBAKOTCS C LIENbHO
AopaboTkn nporpaMmbl) U Apyrve oBHOBMNEHUSA CBOEW onepaunoHHON cuctembl. CkaumBam Ux TONbKO € odumumnansHoro
canTa paspabotumka OC. Ecnu cyLlecTByeT pexxmum aBToMaTU4eCKOro 0OHOBMEHMS, BKIOYN €r0;

3. Pabotam Ha cBoem KOMMbIOTEPE MOA NpaBaMy MOSIb30BATENS, a HE agMMHUCTpaTopa. OTO He MO3BONUT
BONbLWNHCTBY BPeAOHOCHBIX NPOrpamMmm MHCTannMpoBaTbCs Ha TBOEM NEPCOHAaNbHOM KOMMbIOTEPE;

4. Wcnonb3yih aHTMBMPYCHble NpOrpaMMHble MNPOAYKTbl W3BECTHbIX MPOM3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneM 6as;

5. OrpaHunyb uUsnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHUX MWL,

6. Ncnonb3yn BHELLHWE HOCUTENU MHAOPMaUUK, TakMe Kak neluka, AUCK unu dann U3 UHTepHeTa, TOMNbKo U3
NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbiBai KOMMbIOTEPHbIE (balnbl, NOMyYEeHHbIE U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te dhawnbl, KOTOpble
npvcnan TBOW 3HaKoMbIN. Jly4lle yTOYHM ¥ HEro, oTnpasnsan nu oH Tebe umx.

Cetu WI-FI

Wi-Fi - aTo He BMA nepefayn OaHHbIX, HE TEXHOMorus, a Bcero nuwb Opena, mapka. Euwe B 1991 rogy
HMgepraHackass komnaHusa 3apeructpupoBana bpeHg "WECA", yto o6o3Hadano cnosocodeTanne "Wireless Fidelity",
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KOTOpbLIN NepeBoauTcs Kak "GecnpoBoaHast TOYHOCTL".

[o Hawero BpemeHu pfowna pfgpyras abbpeBuatypa, KoTopasi SIBASieTCS TaKoOW e TexHorornen. 3To
abbpesunartypa "Wi-Fi". Takoe Ha3BaHune 6GbINO JaHO C HAMEKOM Ha CTaHAapT BbiCLUen 3BYKOBOW TexHuku Hi-Fi, yto B
nepesoe o3Ha4aeT "BblCOKas TOYHOCTL".

[a, 6ecnnaTtHbIN MHTEPHET-AOCTYN B Kadpe, OTENAX U aspornopTax ABMASIETCS OT/IMYHON BO3MOXHOCTbLIO BbiXO4a B
WHTEepHeT. Ho MHOorMe akcnepThbl cumTaloT, 4To obwenocTtynHble Wi-Fi ceTu He siBnAoTca 6e3onacHbiMu.

CoBeTbl No 6e3onacHocTM paboThl B 06wWenocTynHbix ceTax Wi-fi:

1. He nepegaBan cBoto nuyHyo nHdopmauunio vyepes obwenoctynHole Wi-Fi cetn. PaboTas B HuX, xenaTenbHo
He BBOOMWTb MNaponiv 4OCTyNa, NOrMHbI N Kakne-To HomMepa;

2. Vicnonb3yin n oBHOBNSN aHTUBMPYCHbIE Mporpammbl U GpaHamayep. Tem cambiM Tbl obe3onacub cebsi oT
3aKaudky BMpyca Ha TBOe YCTPONCTBO;

3. Mpwu ucnonb3oBanun Wi-Fi oTkntoum dyHkumio "O6wmin goctyn k cdannam m npuHtepam”. [JaHHas yHKUus
3aKpbiTa MO YMOMNYaHWIO, OJHAKO HEKOTOPbIE MONb30BaTENN aKTUBMPYIOT ee Ania yaobcTBa mMcnonb3oBaHusa B paboTe
unu y4yebe;

4. He vcnone3yn nybnuunein WI-FI ana nepegaym nuyHblX gaHHbIX, HAaNpUMep Ans BbiXo4a B COLManbHbIe CeTU
UINKN B 3NEKTPOHHYIO MOYTY;

5. cnonb3yi Tonbko 3awuiieHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npn Habope BebG-agpeca BBoan
UMeHHo "https://";

6. B mobunbHom TenedoHe oTknoun yHkumo "TogkmoveHne k Wi-Fi aBTomatuueckun”. He pgonyckan
aBTOMAaTUYECKOro NOAKIIYEHNs1 ycTponcTea K ceTam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOTME Moau paboTatT M XKUBYT TaM MOCTOSHHO, a B
Facebook yxe sapernctpmpoBaH Munnuapg 4YefioBek, YTo SBMSETCH OAHOW CedAbMOW BCEX XuUtenen nnaHetbl. MHorve
nonb3oBaTternin He NMOHUMAaloT, YTO I/IHCbOpMaLLI/Iﬂ, pasmelleHHaa MMn B coumnarbHbIX CeTAX, MOXEeT ObITb Ha|7|,qua n
ncnosib3oBaHa kem yrogHo, B TOM 4ucne He obsizaTensHO ¢ Gnarumm HaMepeHuamMu.

OcHoBHble coBeTbl N0 6e30MacHOCTU B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpy3en. Y 1ebs B Apy3baxX HE AOMKHO BbITb CryvYanHbIX U HE3HAKOMbIX NoAen;

2. 3awmLuan CBOK YacCTHYIO XW3Hb. He ykasbliBan naponu, TenedoHbl, agpeca, AaTy TBOEro poOXAEHUS U Apyryto
MANYHYIO UHGOPMaLMIO. 3MOYMBILLAEHHMKA MOMyT MCMONb30BaTh Aaxe WHAOpMauUMio O TOM, Kak Tbl U TBOM poauTen

nnaHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awuwan ceoto penyTaumio - Oepxu ee B YiCToTe U 3agaBaii cebe Bonpoc: xoten 6bl Tbl, YTOGLI Apyrue
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelb? Mogymai, npexae Yem 4To-To ony6nmnKkoBaTh, HaNUcaTb U 3arpysuThb;

4. Ecnu Tbl roBOpULb C NIOAbMU, KOTOPbIX HE 3Haellb, HEe WUCMOMb3yl CBOE pearibHoe UMS U OPYrylo NINYHYIO
NHGOPMALIMK: UMS1, MECTO XXUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N36eran pasmewenunsa dotorpacun B NHTepHeTe, roe Tbl M300pakeH Ha MECTHOCTM, MO KOTOPOM MOXHO
onpegenuTb TBOE MECTOMOSIOXKEHME;

6. I'IpM pernctpauumm B coumarnbHon ceTu HeobxooMMO UCMONb30BaTb CIOXHble naponu, cocrodwmne n3 6yKB n
LI,VI(*)p N C KONIM4YECTBOM 3HAKOB He MeHee 8;

7. Onsa counansHoOW ceTu, NOYThbl U APYrMx canToB He0bXoaMMO UCMNonb3oBaTh pasHble naponu. Torga ecnu Tebs
B3M1OMatoT, TO 3MOYMBbILLNEHHUKM NOMNyYaT JOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe Ccpaay.

OneKTPOHHbIe AeHbIN
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SﬂeKTpOHHbIe AOEHbIN - 3TO O4YEHb yﬂ,OGHbII?I crnocob nnaTexemn, ogHako CyWeCTBYHOT MOLUEHHUKN, KOTOPbIEe XOTAT
nony4vnTb 3TN AEHbIn.

SJ'IeKTpOHHbIe OEeHbIM NoABUINCb COBCEM HEABHO N UMEHHO M3-3a 3TOro BO MHOIMX rocygapcrteax o Cux nop He
nponncaHo Npo HMX B 3akKOHax.

B Poccum xxe oHM (DYHKLUMOHUPYIOT N O HUX YXXe MPOMMUCaHOo B 3aKOHe, rae UX pasgensatoT Ha HeCKONbKo BUOOB -
@HOHUMHbIE N HE aHOHUMHbIE. Pa3HuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcsi NPOBOANTL onepauum
6e3 naeHTudmrKaumm NonbL3oBaTens, a B HeaHOHMMHbIX UAeHTUMKaLMa Nonb3oBaTensa ABnseTcst 06s3aTensHON.

Takke cnegyeT pasnuyaTtb 3N1EKTPOHHbIe (hraTHble AeHbrM (PaBHbl FOCYAapCTBEHHbIM BanoTam) U 3NEKTPOHHbIE
HedmaTHble AeHbIM (HE paBHbI TOCYAAPCTBEHHLIM BantoTam).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C SNEKTPOHHbIMU OEeHbramMmu:

1. MpuBsKM K cyeTy MOOMMbHBLIN TenedoH. 3To cambln yaobHbIN 1 BbLICTPLIN CNOCO6 BOCCTaHOBUTL OOCTYN K
cyety. lNpuBA3aHHbIM TenedoH NOMOXeT, ecnu 3abygellb CBOW NNATEXHbIM Napofb WNW 3arWfellb Ha calT ¢
HEe3HaKoMOro yCTpOWCTBa;

2. Vicnonb3yn ogHopasoBble naponu. [locrne nepexoga Ha YCUINEHHYK aBTopu3auuio Tebe yxe He Oyper
yrpoXaTb OMacHOCTb KpaXu unun nepexesara nnaTexHoro napons;

3. Bbibepu cnoxHbii napone. MpecTtynHukam Gyaoet He NpocTo yragaTtb CIOXHBIM Naponb. HagexHble naponu -
3TO Maponu, KOTopble coAepXaT He MeHee 8 3HaKOB M BKIHOYAOT B €ebs CTPO4YHbIE U MPOMMCHbIE BYKBbI, LUPBI 1
HEeCKOIbKO CUMBOJIOB, TakWe Kak 3HaK gonnapa, yHTa, BocKnuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAW CBOU JIMYHble AaHHble Ha ca|7|Tax, KOTOpPbIM HE AoBepAeLlb.
OrneKkTpoHHas noyta

OneKTpoHHasA noyTa - 3TO TEXHONOrMs U NpeaocTaBnsieMble el YCyrn no nepechisike 1 NOMy4YEHUIO 3NeKTPOHHbIX
COOOLLIEHUNI, KOTOpble pacnpedensatoTcss B KOMMNbIOTEPHON ceTu. OObIYHO SMEKTPOHHbLIA MOYTOBLIA SALWMK BbIrMAoUT
cnegyowum obpasoM: MMsA_Nonb3oBaTensa@uMs_aomeHa. Takke KpoMe nepefdaynm MpocToro TekcTa, MMeeTcs
BO3MOXHOCTb NepefasaTb hannol.

OcHoBHble coBeThI N0 6Ge3onacHom paboTe ¢ 3NEKTPOHHOW NOYTOWN:

1. Hago BbiGpaTb NpaBuUIibHbIA MOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrpoOMHbIN BbIOOP GecnnaTHbIX MOYTOBLIX
CEepPBUCOB, OHAKO fyyLle AOBEPATL TEM, KOrO 3Haellb U KTO NepBbl B PENTUHTE;

2. He ykasbiBaw B NIMYHON NOYTE NUYHY0 MHdopMaumio. Hanpumep, nydwe BbibpaTth "My3bikanbHbli_aHaTt@"
unu "pok2013" BmecTo "Temal3d";

3. Vcnonb3yn OByxaTanHyl aBToOpM3auuio. ITO Korga NOMMMO Maposnis HYXXHO BBOAWUTb KOA, MpUCbINaemMbli no
SMS;

4. Bbibepu crioxHbii naponb. [N Kaxaoro MOYTOBOro SILLMKA AOSMKEH ObITb CBOM HaAEXHbIN, YCTOMYMBBLINA K
B3/1OMY Naporsb;

5. Ecnun ecTb BO3MOXXHOCTb Hanucatb camMmomy CBOW NUYHbIN BOMpOC, VICI'IOJ'Ib3yIZ 3Ty BO3MOXHOCTb;

6. WMcnonb3y HeCKONbKO MOYTOBbIX AWMKOB. [lepBbii AnNs YacTHOW Mepenucku ¢ agpecatamu, KOTOpbIM Thbl
Aosepsellb. JTO ANEKTPOHHLIV afpec He Hago MCMOoNb30BaTh NPU perncTpaumm Ha popymax n canmTax;

7. He oTkpbiBan cannbl 1 gpyrue BNOXeHUs B MUCbMax, Jaxke eCriv OHU NPULLINK OT TBOUX Apy3en. Jlydlie yTouHn
Y HUX, OTMPAaBNSANN N OHM Tebe 3Tn dannbl;

8. MNMocne okoH4YaHWsi paboTbl HA NOYTOBOM CEpPBUCE MEpPeS 3aKpbITUEM BKIAAKM C CANTOM He 3abyab HaxaTb Ha
n ~ n
Beintn".

KoHcynbTanTlNKoC

www.consultant.ru CrtpaHuua 6 uns 14
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

<MuncbMo> MuHobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpasneHun nHdbopMaummn” JokyMeHT npepoctasneH KoHcynbTaHTlnoC
(BMecTe ¢ "MeToAMYECKMMU peEKOMEHAALMSIMY O... lata coxpaHerus: 22.06.2018

KnbepO6ynnuHr unm BupTyanbHoe usgeBaTenbCTBO

KM68p6yJ'IJ'II/IHF - npecnegoBaHne coobLeHnsaAMN, cogepxawmmmn OCKOp6J‘IeHI/IF|, arpeccuio, 3anyrmeaHue;
XynuraHcTeo; coumarbHoe 6OVIKOTMpOBaHMe C NOMOLbK pa3rMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynUHrom:

1. He Gpocarics B 6oi. Jlyqwmii cnocob: nocoBeToBaTbCA Kak cebs BECTU U, eCnu HeT TOro, K KOMY MOXHO
obpaTnTbCs, TO BHa4ane ycnokoutbcs. Ecnv Tl HaYHeLb OTBeYaTb OCKOPONEHNAMU Ha OCKOpPOEHMs, TO TOMbKO eLe
Oonblue pasoxokellb KOHMKKT;

2. YnpaBnsan cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B CETU MHUMas. CyLlJ,eCTBy}OT CrnocoObl BbISICHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTOMT BecTM XynuraHckun obpa3 BMpTyanbHOW >xu3HWU. WHTepHeT dumKkcupyeT Bce TBOW LENCTBUSA M
COXPaHSET ux. YaanuTb ux OygeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BMPTYyanbHYH YeCTb CMONOoAY;

6. VirHopvpyit eamHW4HbIN Heratue. OgHOpa3oBble OCKOpPOUTENbHbIE COOBLLIEHMS Nydlle UrHopuposaTtb. OBbIYHO
arpeccusi npekpallaeTcs Ha HayanbHON cTaanu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbLIMU COOBLLEHNSMM, B COLMATIbHBIX CETAX €CTb BO3MOXHOCTb
BGrOKMPOBKU OTNPaBKy COOOLLEHUI C onpeAeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knubepOynnvHra. TBou AeiCTBUS: BbICTYMNWUTb NPOTUB NpecriefoBaTtens, nokasatb eMy, YTo
€ro AeicTBMSA OLIEHUBAIOTCA HEeraTMBHO, NOAAepKaTb KepPTBY, KOTOPOM HyXXHa Mcuxoriormyeckasl noMollb, coobLnTb
B3POC/bIM O hakTe arpecCcyBHOrO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI U NNaHLWeTbl coaepxaTt B cebe BnonHe B3pOChbln (OyHKLUMOHanM, U Tenepb OHW MOTyT
KOHKYpUpoBaTb CO CTauMoHapHbIMU komnboTepamu. OaHako, cpeacTB 3aluThl AN NOA0OHbIX YCTPOWCTB Nnoka O4eHb
Mano. TecTupoBaH/e U MOUCK YA3BUMOCTEN B HUX NPOUCXOOUT He Tak MHTEHCUBHO, Kak Ans MK, To xe camoe kacaeTtcs
N MOBUIBbHBIX MPUIOXKEHWN.

CoBpeMeHHble MOOUMbHLIE Bpay3epbl y)Ke MpakTUYecKM AOrHany HacToNbHble aHanorv, OAHaKo pacluMpeHue
byHKLMOHaNa Bne4yeT 3a cobo OOMbLUYH CIOXHOCTb M MEHbLUYHO 3aLUMULLEHHOCTb.

[aneko He BCe MPOWM3BOAUTENU BbINyCKalOT OOHOBMEHWS, 3aKpbiBalOLLME KPUTMYECKME YS3BMMOCTU AN CBOMX
YCTPOWCTB.

OcHoBHble coBeTbl ANt 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Huyero He siBNAeTca no-HacToslemy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab korga Tebe npeanaraioT GecnnaTHbIi
KOHTEHT, B HEM MOTYT BbITb CKPbITbl KaKne-To NnaTHbIe YCryru;

Oyman, npexge yem otnpasutb SMS, dhoTo unm Bugeo. Tel TOYHO 3HaeLb, rae oHu ByayT B KOHEYHOM uTore?
Heobxoaumo o6HOBNATL ONepaLMOHHY0 CUCTEMY TBOErO CMapT(OoHa;
VMcnonbayih aHTMBUPYCHbIE MporpaMmbl A51st MOBWIbHbBIX TenedgoHOoB;

He 3arpyxain npunoxxeHus oT HEM3BECTHOrO MCTOYHMKA, BEAb OHU MOTYT COAEPXaTb BPEAOHOCHOE NporpaMMHoe
obecneyeHue;

lMocne Toro Kak Tbl BblgELWb C CanTa, rge BBOAUN NINYHYKO MHAOPMaLMIO, 3aiM B HACTpoViku Opaysepa 1 yganm
cookies;
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Meproanyeckn NpoBepsn, Kakme nraTHble YCIyrM akTMBMpPOBaHblI HA TBOEM HOMEPE;
[aBaw cBoln HoMep MOBUNBHOrO TenedoHa TOMbKO MNOASIM, KOTOPbLIX Tbl 3HAELLb U KOMY JOBeEpsieLlb;
Bluetooth gomkeH GbITb BbIKITHOYEH, KOrga Thl MM He Nosnb3yellbes. He 3abbiBal MHorga npoBepsATh 3TO.

Online urpbi

CoBpeMeHHblE OHMaMH-UIPbl - 3TO KpacoyHble, 3axBaTblBaloliMe pasBreyvyeHus, o6beauHSALWME COTHU ThiCAY
yenoeek No Bcemy Mupy. Wrpoku uccregytloT AaHHbIi UM Mup, oblialTcs Apyr C APYroM, BbIMOMHSAIOT 3afaHus,
cpaxalTcsi C MOHCTPaMM 1 MONy4aroT OnbIT. 3a YAOBOMbCTBME OHW MNATHAT: MOKYyMNaloT AWUCK, ONnavnBaT aboHeMeHT
Unu NpuobpeTaroT Kakne-To onuum.

Bce aTv cpeactBa nayT Ha nogaepxaHve v pasBuTMeE Urpbl, a Takke Ha camy 6e30nacHOCTb: COBEPLUEHCTBYOTCS
CUCTEeMbl aBTOpM3aLnK, BbiNycKaloTcsl HOBble naTyy (LMdpoBble 3annaTku Ans NporpamMm), 3aKpbiBalTCs YS3BMMOCTU
cepBepoB.

B nogoOHbIx nrpax CtToumT onacatbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbBKO KpaXXun TBOEro naposid, Ha KOTOpoM
OCHOBaHa cuctema aBTopusaunmn OonbLWMHCTBA nrp.

OcHoBHble COBETHI N0 6€30MacHOCTV TBOENO UFPOBOIO akkayHTa:
1. Ecnu gpyron urpok BegeT cebs nnoxo unu cosgaeT Tebe HENPUATHOCTM, 3aBNOKUPYI ero B CMMCKE UIPOKOB;

2. I'Iomanyﬁcq aaMUHUCTPATOpaM Urpbl HA MJ1IOX0€e noBegeHme 3Toro Urpoka, XemnarternbHO NMPUNoXnTb Kakne-to
AoKa3aTesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nnyHyo nHpopmaumio B npodanne urpsl;

4. YBaxain opyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumanbHble NaTtin u Moabl;

6. Vicnonb3yin crioxHble 1 pasHble naponu;

7. [axxe BO BpeMs Urpbl He CTOUT OTKMYaTb aHTUBMPYC. oka Thl Urpaellb, TBOM KOMNBLIOTEP MOTYT 3apasuTb.

DULLMHF UNU KpaXka NIMYHbIX AaHHbIX

OObIYHOM Kpaxen AeHer U JOKYMEHTOB CErOAHS YK€ HMKOro He YAMBULb, HO C Pa3BUTUEM MHTEPHET-TEXHOIOMIA
3MOYMBbILLMEHHUKN NEPEMECTUMNNCE B UHTEPHET, U NPOAOIKAOT 3aHMMaTbCs "niobumsbiM" genom.

Tak nosiBunacb HoBasd yrpo3a: MHTEPHET-MOLUEHHUYECTBa WU (QULIMHI, [NaBHas Lefb KOTOPOro COCTOUT B
nony4yeHnn KoHdUaeHUManbHbIX OaHHbIX Morib3oBaTesien - fOrMHOB M naponen. Ha adrnuickom asbike phishing
yntaetca kak comwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHble coBeThbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSi aHkeTa Oblna B3romMaHa, TO HeobxoaMmo
3abnokmpoBaTtb ee 1 CoobLUMTL agMUHUCTpPaTopam pecypca 06 3TOM Kak MOXXHO CKOpee;

2. VlCI'IOJ'Ib3yl7I ©e3onacHble Beb-canTbl, B TOM YMChe, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonbayi cnoxHble 1 pasHble naponu. Takum obpasoM, ecnv Tebs B3romMaloT, TO 3MI0YMbILLNIEHHWKN nonyyaT
OOCTYyN TONbKO K OQHOMY TBOEMY NPOdWUIIo B CETU, @ HE KO BCEM,;

4. Ecnu Tebs1 BanoManu, To HeobxoaumMo npenynpeauTb BCEX CBOMX 3HAKOMbIX, KOTopble AobaBneHbl y Tebs B
Apy3bdx, O TOM, 4TO Tebs B3nomanu 1N, BO3MOXHO, OT TBOEro MMeHu 6y.qu paccbinatbCA cnamMm U CCbITIKM Ha
PULLNHIOBbIE CaNThI;
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5. YcTtaHoBu HagexHbi naporb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKMO4M coxpaHeHne napons B bpaysepe;

7. He oTkpbiBai hansibl U Apyrue BrOXEHU B MUCbMaX, AaXe €Cii OHW MPULLAN OT TBOMX Apy3en. Jlyylie yTouHu
Y HUX, OTNPaBAsAnuM Nu oHn Tebe atn dannsl.

LUncdpoBas penytaumus

LindpoBasa penyTtaums - 37O HeratuBHasd WM No3vTuBHasA MHdopmauusa B cetn o Tebe. KomnpomeTtupytowlas
WHdopmauns, pasMmelleHHas B WHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTPasnMTbCs Ha TBOEW pearnbHOW XU3HW.
"LUndpoast penytauma” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs M3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTenbCTBa, y4ebbl, TBOE PMHAaHCOBOE MOJIOKEHNE, 0OCOBEHHOCTM XapakTepa U pacckasbl O GIIM3KUX
- BCE 3TO HaKannuBaeTCsl B CETU.

MHorve nogpocTky NEerkoMbICIEHHO OTHOCATCS K NyGnukaumMm nuYHon uHgopmaumum B VHTepHeTe, He NOHMMas
BO3MOXHbIX MOcCneacTBuiA. Thl Jaxe He CMOXellb AoragatbCsi 0 TOM, YTo doTorpacms, pasmelleHHas 5 net Hasag,
cTana npu4nHOn oTkasa NpuHATbL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBoux otorpacdui n apyrne encTBua MOryT HE UCYHE3HYTb JaXe nocre Toro, Kak
Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpaHWn 3Ty WHopmauumio, nonana N OHa B MOUCKOBblE CUCTEMbl WU
coxpaHunacb nn oHa, a rnaBHOe: YTO nogymaroT o Tebe OKpyxarwlime ngn, KoTopble HaWAYT U yBUAAT 3T0. Hantm
NHOPMALIMIO MHOTO fET CNYCTA CMOXeT Mtobon - kak n3 4o6pbIx NOBYXAEHWI, TaKk U C HAMEPEHUEM MPUYUHUTL BPea.
310 MOXeT ObITb KTO YrogHo.

OcHoBHbIe COBETHI MO 3aLMTe LMGPOBON penyTaunm:
1. Mogyman, npexae Yyem 4YTo-TO Ny6nukoBaTh U Nepegaeath y cebsi B 6nore nnmn B coumansHon ceTy;

2. B HacTpoKkax npocunsa yCTaHOBU OrpaHUYEeHNst Ha MPOCMOTP TBOEro Npoduns u ero CoAepXnMoro, caenan
ero TonbKo "Ansa gpysen”;

3. He pasmeLyan n He ykasbiBa MHGOPMALUIO, KOTOpPas MOXET KOro-nmbo ockopbnate unu obuxaTsb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LUKOSBbHUKKN - akTMBHbIE Nonb3oBaTenu uudpoBoro npoctpaHcTea. OgHako Janeko He BCe 3HaloT,
4YTO MOSb30BAHNE MHOTMMW BO3MOXHOCTAMU LMPOBOro mMupa TpebyeT cOOMO4eHUs NpaB Ha MHTENNEKTyarbHYH
COOCTBEHHOCTb.

TepMuH "mHTennekTyanbHass CO6CTBEHHOCTL" OTHOCUTCH K pasfnyMyHbiM TBOPEHUSAM YENOBEYECKOro yma, HaunHas
C HOBbIX M306peTeHnn M 3HakoB, 0BO3HavalLWMUX COOBCTBEHHOCTb Ha MPOAYKTbl W YCMNyrn, WU 3akaHynBas KHUramu,
doTorpacduamm, KNHOMUNbMaMM U My3blKarnbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha MPOWU3BEAEHUS HAyKW, NUTEpaTypbl U
UckyccTBa. ABTOPCKME MpaBa BbICTYMNalOT B Ka4E€CTBE rapaHTUM TOr0, YTO UHTENNEKTYyanbHbIA/TBOpYECKUiA TPy aBTopa
He GyaeT HamnpacHbIM, 4AcT eMy CripaBenBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTatax CBOEro Tpyaa, nonyyuTtb
M3BECTHOCTb M npusHaHne. HukTo 6Ge3 paspelleHWs aBToOpa He MOXET BOCMPOWM3BOAWUTL €ro MPOU3BeAEHUE,
pacnpocTpaHsTb, Ny6rMyYHO AEMOHCTpUpPOBaTh, NpodaBaTh, UMMNOPTUPOBATL, MyckaTb B NpokKaT, NyOrMYHO UCMOMHSTD,
nokasblBaTb/UCMONHATL B 3dunpe nnu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmmHOro obecneyeHus MOXeT NPUMBECTW K MHOMMM puUcKam: OT MoTepu
AaHHbIX K TBOMM akkayHTam 0 GNOKMPOBKM TBOErO YCTPOWCTBA, rAe YCTaHOBMEHa HerneranbHas nporpamma. He crout
Takke 3abbiBaTb, YTO CYLLECTBYIOT fieranbHble 1 6ecnnaTHble NporpaMMbl, KOTOpble MOXHO HalTh B CETW.

O noprane

CeTeBVI‘-IOK.p(*) - TBOW [MaBHbIA COBETYMK B CETU. 30€Cb Tbl MOXeLlb Y3HaTb O 6€e30MacHOCTN B CETU MOHSATHBLIM U
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LOOCTYNHbIM A3bIKOM, a Npu BO3HUKHOBEHUN KpVITI/I‘-IGCKOVI cutyauumn O6paTVITbCF| 3a coBeToM. A Takke NPUHATL y4acTune
B KOHKypCax u CTaTb CaMbIM LI,VICprBbIM I'pa)K,El,aHVIHOM!

Mpunoxexne N 3

MAMATKA OANA POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN
OnpepneneHne TepmuHa "MHdoOpMauMOHHasa 6e3onacHocTb geten" copepxutcs B PepepanbHom 3akoHe N
436-®3 "O 3awmte perten OT MHMOPMAaLMM, MPUUUHSIOWEN Bpen WX 340POBbD U PasBUTMIO", PErynmpyoLimMm
OTHOLUEHMS!, CBSI3aHHble C 3alMToW AeTen OT MHAOPMaUMK, NMPUYUHAIOWEN Bped WX 340POBbI0 U (MnM) pasBUTUMIO.
CornacHo gaHHOMY 3akOHY "MHopMaumoHHasa 6e3onacHOCTb AeTen" - 3TO COCTOAHME 3aLLMLLEHHOCTU, NPpU KOTOPOM
OTCYTCTBYET pPWUCK, CBSA3@HHbIA C MNpPUYMHEHUEM UWHOpMauuen Bpeda WX 300pOBb0 U (MnM)  dU3NYeckomy,
NCUXMYECKOMy, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopmauuen, npuumHsoWen Bped 340pOBbl0 U (MnM) pasBUTUIO
aeten, aeBnseTcs:

1. MHbopmauwms, 3anpeLLeHHas s pacnpocTpaHeHus cpean AeTen;
2. nHdopmaums, pacnpocTpaHeHne KOTOpPoW OrpaHMYEeHo cpean AeTen onpeaeneHHbIX BO3pacTHbIX KaTeropun.
3. K nHopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHmst cpeaun aeTen, OTHOCUTCS:

4. nHdopmaums, nodyxpawLwas geTen K COBEPLUSHUIO AeNCTBUMIN, NPeaCcTaBnsiowmx yrposy Mx XUsHu u (unwm)
3[0pOBbI0, B T.4. MPUUUHEHNIO Bpeda CBOEMY 340POBbl0, CAMOYOUIACTBY;

5. cnocobHOCTb BbI3BATb Yy AETEN XeNnaHue ynoTpebuTb HapKOTUYECKME CpencTBa, MCUXOTPOMHble U (Unn)
oaypMaHuBalLLMe BellecTBa, TabayHble M3Oenus, ankoronbHy U CNMpTocodep kallyto NpoayKUMio, NMMBO U HaNUTKMK,
N3roTaBnMBaeMble Ha ero OCHOBE; NPUHATb y4acThe B a3apTHbIX Urpax, 3aHUMaTbCs NPOCTUTYLMEN, BPOASKHNYECTBOM
U NONPOLUARHNYECTBOM;

6. obocHoBbIBaKLWWas MM onpaeAbiBatoLLlas ONYCTUMOCTb HaAcunmst U (Unu) XXecTokoCcTM NMbo nobyxaatowas
OCYLLECTBIIATbL HACUITbCTBEHHbIE ﬂeVICTBI/IFl MO OTHOLWEHUIO K NoadaM U XKXNBOTHbIM;

7. oTpuuawLiada ceMelHble LIEHHOCTU U (bopMley}ou.l,aﬂ HeyBaXeHne K poauTendam u (VIJ']I/I) OPYrMM 4iieHam
CEeMbMU;

8. onpasibiBavOLWas npoTneonpaBHOE noBeaeHne;

9. copepkallas HeLleH3ypHYH BpaHb;

10. cogepxaliasa nHcpopmaumo nopHorpadmMyeckoro xapakrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOpPOW orpaHUYEHO cpean AeTen onpeaeneHHoro Bo3pacTa, OTHOCUTCS:

1. vHdopmauus, npeacrTaensemMas B BuMAe U300padKeHWs UNU OMUCaHWUS XECTOKOCTM, dumanmveckoro u (unw)
MCUXMYECKOro Hacunus, NPeCcTyneHnst UnyM MHOro aHTMobLLECTBEHHOTO AENCTBUS;

2. BbI3blBaOLLAdA y AeTen CTpax, yac Uiy naHuky, B T.4. NpeacTaBnsiemas B Buge n3obpaxeHus nnm onucaHms B
YHWXKaloLWen 4enoBevyeckoe [JOCTOMHCTBO ()OpME HEHACWUMbCTBEHHOW CMepTu, 3aboneBaHusi, camoyOuMINCTBa,
HecYacTHOro criyyasi, aBapum unu katactpodsl 1 (Mnu) nx NOCNeACTBUN;

3. npegcraBnsiemas B Buae n3obpaxeHus Unm onucaHusl NosioBbIX OTHOLLUEHUA MEXAY MY>XHYMHOW U KEHLLNHOW;

4. copepxallasa 6paHHble CrnoBa U BbIpaXXeHWs, He OTHOCALLMECH K HELLeH3YpHON BpaHu.
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C yyeTtom aToro Bam npeanaratoTtcs npaBuna paboTbl B CeTU VIHTepHEeT Ans pasfvyHbiX BO3PacTHbIX KaTeropum,
cobnofeHe KOTopbIX NO3BOMNUT 06ecneunTb MHPOPMALMOHHYIO 6e30MacHOCTb BalMX AeTei.

O6wme npaBuna gns poauTtenen

1. HesaBucumo oT Bo3pacTa pebeHka ncnonb3ynte nporpammHoe obecnedeHue, nomorawllee unbTpoBaTb U
KOHTpOnupoBaTb MHGOPMAaLMIO, HO HE NnorlaranTecb NOMHOCTbIO Ha Hero. Balle BHMMaHWe K peBeHKy - rmaBHbI METOL,
3aWmThl.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha ogHOM M3 coumanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMaTENbHO U3y4nTe, Kakylo MHOpMauulo NOMeLLalT ero y4acTHWKU B CBOMX NPodunsax u
Briorax, Bkntoyas otorpacdun 1 Buaeo.

3. MNpoBepbTe, C KakKUMKU OPYrMMKU canTaMy CBsi3aH coumanbHbin cepBuc Bawero pebeHka. CtpaHuyku Bawero
pebeHka mMoryT 6bITb 6Ge30nacHbIMM, HO MOTYT M COAEPXaTb CCbIIKM HA HeXenaTerbHble U ONacHble CanTbl (Hanpumep,
NMOPHOCAWNT, UNN CalT, HA KOTOPOM ApYyr YNOMMHAET HOMEP COTOBOro TernedoHa Bawero pebeHka nnu Baw gomaluHum
apgpec)

4. TMoowpsiiTe Bawwnx geteit coobwatb 060 BCEM CTPaHHOM WM OTTanKMBalOWEM M He CRULWKOM OCTpO
pearupyiTe, Korga OHM 3TO [enarT (M3-3a onaceHusi NoTepsiTb AOCTYN K VIHTepHeTy OeTu He roBOpAT poauTensiM o
npobnemax, a Takke MOryT HayaTb MCMOMb30BaTb VIHTEPHET BHE I0MA W LLIKONMbI).

5. byabTe B Kypce CETEBOWN XM3HW Bawero pebeHka. VIHTepecymTech, KTO ux Opy3bsa B VIHTEPHET Tak Xe, Kak
MHTEepecyeTechb peanbHbIMU OPY3bAMU.

BospacT ot 7 go 8 net

B WHTepHeTe pebeHOk cTapaeTcs NOCETUTb T€ WNW WHble CalTbl, @ BO3MOXHO W 4aTbl, paspelleHne Ha
noceLeHne KOTOpbIX OH He mony4un Obl oT poautenewn. MNoaToMy poauTensm oCoBeHHO nomnesHbl ByayT Te OTYeThl,
KOTOpble NpefoCTaBnsATCsa NporpaMMamMu no orpaHUYeHnto ucnonb3oBaHns MHTepHeTa, T.e. PoantensCckuin KOHTPOrb
UNn TO, YTO Bbl CMOXETE yBUAETb BO BPEMeHHbIX dannax. B pesynbTate, y pebeHka He bygeT oLyLleHns, Y4To 3a HUM
BeOEeTCs NMOCTOSAHHBIN KOHTPONb, OAHaKo, poauTenu 6yayT no-npexHeMy 3HaTb, Kakve CalTbl nocellaeT Ux pebeHoK.
Jetn B gaHHOM Bo3pacTe o6nagaloT CUIbHbIM YyBCTBOM CEMbW, OHU AOBEPYMBBLI U HE COMHEBAIOTCA B aBTOpMTETaX.
OHn NoBAT urpaTb B CeTeBbIe UMPbl U NyTelecTBoBaTb NO VIHTEPHETY, UCMONb3YS 3NEKTPOHHYIO MOYTY, 3aX0AUTb Ha
CalTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENSAMMU.

CoseTbl No 6e3onacHocTu B ceTu VIHTepHeT Ansa geten 7 - 8 net

1. CosganTe cnMcok AOMaLLHMX NpaBun nocelleHns NHTepHeTa npu ydactum geten n Tpebynte ero BbINOSHEHWS.

2. Tpebynte ot Bawero pebeHka cCOOMOAEHUS BPEMEHHbIX HOPM HaxoXAeHus 3a KOMMbloTepoM. [MokaxuTe
pebeHky, YTo Bbl Habnogaete 3a HMM He NoToMmy 4To Bam aTO X04eTcs, a moTomy uTOo Bbl Gecnokoutecb o ero

©e3onacHOCTU 1 BCceraa rotoBbl €My NOMO4b.

3. KomnbloTep € nogkntoyeHueM K VIHTepHeTy OOMMKeH HaxoauTbCs B oOLlien KoMHaTe nod MpUcMOTPOM
poouTenen.

4. VlCI'IOJ'Ib3yl7ITe cneunanbHble OETCKNUE NMONCKOBbIE MALUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpencrtea 6J'IOKI/IpOBaHI/IF| HeXenaTtenbHOro KOHTeHTa KakK [onosyiHeHne K CcrtaHgapTHoOMYy
POD,I/ITeJ'IbCKOMy KOHTpPO0.

6. Co3painte ceMenHbI SNEKTPOHHBIN ALMK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. En0|<|/|pyl71Te noctyn K catam c OecnnaTHbIMX MOYTOBBLIMU SILLIMKAMWU C MOMOLLIbIHO COOTBETCTBYHOLLEro
nporpaMmmMmHoro obecneveHus.

8. lNpuyunte pgetenm cosetoBaTbca C Bamu nepeg onyGnukoBaHvem Kakom-nnbo wmHdopmauuu cpeactsamu
3NEKTPOHHOW MOYThbI, YaTOB, PErMCTPaLMOHHBLIX POPM 1 NpodUnen.
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9. Hayuute geten He 3arpyxartb haiinbl, NporpamMmmbl UNn My3biKy 6e3 BaLlero cornacus.
10. He paspeluaiTe 4eTsM UCMONb30BaTh CIYObl MTHOBEHHOrO 06MeHa COOBLLEHUAMMN.
11. B "6enbIin" cnncok cantoB, pa3peLleHHbIX 41 MOCELLEHUS, BHOCUTE TONbKO CalThbl C XOPOLUEn penyTaumen.

12. He 3abuiBainite GecepoBatb ¢ AeTbMu 006 Mx Opy3bsx B MHTepHeTe, kKak ecnu Obl peyb wWna o Apy3bsx B
peanbHOW XU3HW.

13. He penawnte "taby" n3 BONpOCOB MOMOBOM >XM3HWU, TaK Kak B VIHTepHeTe OAeTW MOryT ferko HaTKHyTbCS Ha
nopHorpaduio unu canTtbl "Ans B3pocrbIx".

14. MNpnyuute Bawero pebGeHka coobuiatb BaM O MOObLIX yrpo3ax UnmM TpeBorax, CBA3aHHbIX C MIHTepHeToM.
OcTaBanTecb CMOKOMHBbIMW W HAMOMHWUTE OETAM, YTO OHM B 6e30macHOCTM, ecrnvm camu pacckasanu BaM O CBOMX
TpeBorax. [oxBanuTte ux U NOCOBETYNTE MNOAOWTK eLle pa3 B NoA0OHbIX Cryyasx.

BospacT getet ot 9 o 12 netr

B oaHHOM Bo3pacTe AeTu, Kak NpaBuso, yxKe HachblwaHbl 0 TOM, Kakas nHgopmaumsa cywectsyeT B MIHTepHeTe.
CoBepLUEHHO HOPMArbHO, YTO OHWU XOTAT 3TO YBUAETh, MPOYECTb, YCnblwaTk. [1pyM 3TOM HY)XXHO NOMHWUTL, YTO AOCTYN K
HexenaTenbHbIM MaTepuanamM MOXHO fierko 3abnoknposaTb NpPU NOMOLLM CpeacTB PoanTenbCckoro KOHTPOrs.

CoBeTbl N0 6e3onacHocTV Ansa geten ot 9 oo 12 net

1. CosganTe cnMcok AoMalluHuX npasun noceweHns MHTepHeT npu yyactum geten n Tpebyinte ero BbINONHEHUS.

2. Tpebyiite oT Balero pebeHka cobntogeHns HOpM HaXOXOEHUS 32 KOMIMBIOTEPOM.

3. Habniopgante 3a pebeHkom npu paboTe 3a KOMMNbOTEPOM, MOKaxuTe emy, 4Tto Bbl BecrnokouTecb O ero
6e30nacHOCTM 1 Bceraa rotoBbl OKa3aTb eMy MOMOLLb.

4. KomnbloTep € nogknoveHnem B WHTEpPHET [OOIMkeH HaxoauTbCsi B oOWen komHaTe nog NpuCMOTPOM
poauTenen.

5. MCHOﬂbSyVITe cpencrtea 6]'IOKI/IpOBaHI/I9| HeXenaTenbHOro KOHTeHTa KakK [onoJfiHeHne K CTaHgapTHOMY
POD,VITeJ'IbCKOMy KOHTPOIKO.

6. He 3abbiBanTe npuvHMMaTb HEMOCPEACTBEHHOE y4yacTue B Xu3HU pebeHka, BecepoBaTtb C geTbMu 06 mx
Opy3bsix B VIHTepHeTe.

7. HactamBanTe, 4ToObl €T HMKOrAA HE COrnallanmch Ha NMYHble BCTPEeYM C Apy3bsmMu no VIHTepHeTy.

8. Mo3BonanTe geTaM 3ax04MTb TONBKO HA CalThbl U3 "Genoro” cnucka, KOTopkI co3aanTe BMECTE C HAMMW.

9. lMpuyunte peten HUKOrga He BblgaBaTbh NUYHYHO WMHOpMaUMIO cpeAcTBaMW 3MEKTPOHHOW MNOYTbl, 4aToB,
CUCTEM MrHOBEHHOro obmMeHa COOOLLEHUAMUN, PErMCTPALMOHHBIX DOPM, FNYHBIX Mpodhunen M npu perucrTpaumm Ha

KOHKypcbl B UHTepHeTe.

10. Mpuyunte OeTei He 3arpyxaTb nporpamMmbl 6e3 Balero paspelleHusi. OGbACHUTE UMM, YTO OHU MOTYT
CryyYaiHo 3arpysuTb BUPYChl NN ApYroe HexernaTernbHoe nporpammHoe obecrnevyeHme.

11. Cosnaite BawemMy peGeHKy orpaHUYEHHYH0 YYETHYHO 3anuch Ana paboTbl Ha KOMMbOTEpPE.

12. lMpuyunTte Bawero pebeHka coobliaTb Bam O NOObIX yrpo3ax WM TpPeBOrax, CBA3aHHbIX C VIHTepHeToM.
HanomHute aeTam, YTo OHU B 6€3OI'IaCHOCTI/I, eclnn caMun pacckasanu BamMm O CBOUX TpeBorax n onaceHunax.

13. Pacckaxute getsim o nopHorpadun B IHTepHeTe.

14. HactamBamte Ha TOM, 4TODObl OE€TU NPenoCTaBnNsANM Bam AOCTYMN K CBOEN 3MEKTPOHHOW noyte, 4Tobbl Bbl
y6eaunmck, YTo OHU He OBLLaOTCs C HE3HaKOMLUAMU.
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15. OGBbsACHUTE AETAM, YTO HEMb3S UCMOJIb30BaTb CETb ANSl XYNUraHCTBa, pacnpoCTPaHeHUs CNeTeH UM yrpos.

BospacT geteit ot 13 go 17 ner

B stom Bo3pacTe nogpoCTKUM akTUBHO WCMOMb3yHOT MOUCKOBbIE MAalUWHbI, MOMb3YKTCA 3NEKTPOHHON MOYTOMN,
cnyx6aMmy MrHOBEHHOro 0bMeHa coobLLEHNsIMN, CKaumMBaloT My3bliky U ounbmbl. Manbymkam B 3TOM Bo3pacTe Oonblue
Nno HpaBy CMeTaTb BCE OrpaHMYEHUs], OHU XaxayT rpyboro roMopa, azapTHbIX UMp, KAPTUHOK "ans B3pocnbIxX”. [JeBo4kM
npegnoynTaoT obLaTtbesa B YaTax, NpyM 3TOM OHU ropa3fo 6onee YyBCTBUTESNbHBI K CEKCyarnbHbIM AOMOraTencTBam B
NHTepHeTe.

3ayacTylo B AaHHOM BO3pacTe pOoAUTENSM yKe BeCbMa CMOXHO KOHTPONMpoBaTb CBOMX AeTeW, Tak Kak o6
NHTepHeTe OHWM yXe 3HalT 3HauuTenbHO 6onblue CBOMX poauTenen. Tem He MeHee, He OTnyckanWTe AeTen B
"cBobogHoe nnaeaHue" no NHTepHeTty. CTapanTech akTMBHO y4acTBoBaTb B 00LeHMM pebeHka B VIHTepHeTe.

BaxxHo mo-npexHemy cTporo cobnogatb npasuna MHTepHeT-6e30nacHOCTY - cornalleHne mexay poauTensamu v
aetbmun. Kpome TOro, HeOBXOAMMO Kak MOXHO 4alle npocmaTpuBaTtb OTYeTbl O AeATenbHOCTM geTen B UHTepHeTe.
CnegyeTt obpaTnTb BHUMaH/E HA HEODXOAMMOCTbL CoAepXXaHUst poauTEenbCKNX naponen (naponen agMMHUCTPaTopoB) B
CTPOrom cekpeTe u obpaTuTb BHUMaHUE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 6e3onacHoCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CosganTe CNMCOK JAoOMalLHMX MpaBun noceweHna WHTepHeTa npu yvacTum MNOAPOCTKOB U TpebynTte
©e3ycrnoBHOro ero BbiNosiHeHUsl. O6roBopute ¢ pebGeHKOM CMMCOK 3anpeLleHHbIX canToB ("4epHbI CNMUCOK"), 4vachbl
paboTbl B IHTepHETE, pyKOBOACTBO NO 00LEHMIO B VIHTEpHETE (B TOM YnCe B YaTax).

2. KoMmnbloTep ¢ NoAaKmYeHnem K cetm MHTepHET AOMKEH HAaXOANTLCSA B OOLLEN KOMHATE.

3. He 3abbiBaiiTe 6ecepgoBath ¢ AeTbMM 06 X Opy3bsix B VIHTEpHETE, O TOM, YEM OHM 3aHSATbI TakMMm 0BGpasom,
OyaTo peyb MaeT O Opy3bsix B pearbHOM XusHW. CrnpawmvBaniTe o noasx, ¢ KOTOpbIMU AeTU 06LWaoTCs NocpeacTBOM
cny>0 MrHOBEHHOro o6MeHa cooOLWeHUAMN, YToObl y6eauTbCs, YTO 3T JIIOAMN UM 3HAKOMBbI.

4. |/|CI'IOJ'Ib3yl71Te cpeacrtea 6J'IOKI/IDOBaHI/IF| HeXenaTtenbHOro KOHTEeHTa KakK [onosfiHeHne K CcTaHgapTHOMYy
POD,I/ITeJ'IbCKOMy KOHTpPOIO.

5. Heobxoanmo 3HaTb, Kakmmu Yatamu nonb3ytoTcs Baww getn. MoowpsnTe Mcnonb3oBaHUWe Moaepupyembix
4YaToB M HacTauBawTe, YTobbl 4eTn He obLanucb B MPMBaTHOM pexXume.

6. HactauBalite Ha ToM, YTOObI 4E€TN HUKOrAA He BCTpeYasnincb JINYHO C OPY3bAMU U3 CETU MHTepHeT.

7. MNpuyunTe geTen He BblgaBaTb CBOI MUYHYO MHAOPMaLMIO CPeACTBaMMU INEKTPOHHOW MOYTLI, YaTOB, CUCTEM
MrHOBEHHOro obmMeHa COOBLLEHNSIMU, PErMCTPaLMOHHBIX (HOPM, MUYHBIX Npoduner 1 Npu perncTpauum Ha KOHKypChbl B
NHTepHeTe.

8. lNpuyuute peten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. OBbACHUTE UM, YTO OHW MOTYT
Crny4YanHo 3arpysuTb BUPYCbl UNKU Apyroe HexenaTensHoe nporpaMmmMHoe obecneyeHue.

9. lMpuyunte Bawero pebeHka coobwatb Bam O MobbiX yrpo3ax unv TpeBorax, CBA3aHHbIX C VIHTepHeToM.
HanomHuTe getam, 4to oHM B 6e30nacHOCTW, €CrM caMun pacckasanu BaMm, O CBOMX yrposax unu tpesorax. MNoxsanute
MX 1 NOCOBETYMTE NOAONTM eLle pa3 B NOAOOHbIX Cry4vasx.

10. Pacckaxute getam o nopHorpadumn B VIHTepHeTe. [Nomornte nm 3alwmTnTbes OT cnama. HayumuTte nogpocTtkoB
He BblgaBaTb B VIHTEpHETE CBOEro pearnbHOro 3M1eKTPOHHOIO afgpeca, He OTBeYaTb Ha HexenaTerlbHble nMcbMa U
ncnonb3oBaThb cneumanbHble NoYTOBble PUMbLTPHI.

11. MpuyunTe cebs 3HAaKOMUTLCS C canTaMu, KOTOPbIE NOCELLAOT NOAPOCTKMN.

12. Hayunte pgeten yBaxaTb APYrMX B MHTEpHeTe. Y6eauTech, YTO OHM 3HAKT O TOM, YTO MpaBuia XOpOoLIero
noBefieHnsa OeNCTBYIOT Be3fe - JaXe B BUPTyarbHOM Mupe.
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13. O6BbSACHNTE OETAM, YTO HM B KOEM Crlydae Hemnb3si Ucnosnb3oBatb CeTb ANs XyNUraHcTBa, pacrnpocTpaHeHus
CNMETEH UNW Yrpo3 ApYrvuM NoAsaM.

14. O6CWJ,I/IT€ C noagpocTkamMmun ﬂp06ﬂeMbI CeTeBbIX a3apTHbIX UTP N NX BO3MOXHbII PUCK. HanomHuTe, 4TO OEeTH He
MOTyT UrpaTtb B 3TU UTPbl COMNacHO 3aKOHY.

lMOCTOsIHHO KOHTpONUPYMTE Mcnonb3oBaHne WHTepHeTa Bawwum pebeHkom! 3TO He HapylleHue ero NMYHOro
NpOCTpaHCTBa, a Mepa NpeJoCTOPOXHOCTU M NposiBrieHne Ballel poantenbckon 0TBETCTBEHHOCTU U 3a60Thl.

KoHcynbTaHTINOC
www.consultant.ru
HaeXHas npaBoBas noaaepXxkKa
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